
BQ CONG AN CONG HOA xA HOI CHU NGHiA VItT NAM
CONG AN TiNH HA TiNH DQc l~p - TV do - H~nh phuc

S6: [46 /CAT-ANCTNB Hit Tinh, ngay lr; thong 3 ndm 2022
VIv thong bao phuong thirc, thu
doan lira dao chiem doat tai san

Kinh giri: Lanh dao cac co quan, doanh nghiep, co sa giao due,

Thai gian g~n day, tinh hinh hoat dong cua tQi pham lira dim chiem doat
tai san thong qua mang viSn thong, mang internet, mang xa hQi diSn bien phirc
tap, xay ra tren dia ban ca mroc noi chung va dia ban tinh Ha TInh noi rieng voi
nhieu thu doan hoat dong moi, tinh vi, gay thiet hai Ian v~ tai san cua ngiroi dan,
gay birc xuc trong quan chung nhan dan. DS chu dong phong ngira, dliu tranh, t6
giac tQi pham, d6ng thai nang cao tinh than canh giac cua cac co quan, t6 chirc,
doanh nghiep va ngtroi dan tnroc cac thu doan lira dao, chiem doat tai san cua
tQi phC;lm,Cong an tinh Ha TInh thong bao mQt s6 thu dOC;lnlira dao, chiSm dOC;lt
tai san qua mC;lngviSn thong, internet, mC;lngxa hQi nhu sau:

1. Sau khi BQCong an triSn khai vi~c clip tai khoan djnh danh di~n tu, da
xulit hi~n nhfrng kiSu lira dao vai chieu bai kiSm chUng thong tin. Thong qua
vi~c xac djnh tai khoan djnh danh di~n tu, cac d6i tUQ1lgtg xung la can bQCong
an se dQc chinh xac ten, s6 djnh danh, ngay thang nam sinh dS yeu c~u nC;lnnhan
thgc hi~n mQt s6 hOC;ltdQng nhu yeu c~u nC;lnnhan dang nh~p vao website gia
mC;logiao di~n co quan nha nuac dS di~n thong tin ca nhan, cung clip thong tin
tM khoan ngan hang, rna OTP gui v~ s6 di~n thoC;li.Sau do, d6i tUQ1lgdung
nhfrng thong tin tren dang nh~p cac ung d\lng ngan hang online, momo,
zalopay ... cua nC;lnnhan r6i chiSm dOC;lttai san.

2. Gia danh cac nha mC;lnggQi di~n thong bao s6 thue bao di~n thoC;licua
bC;lnda trung thuang tai san co gia trj lan, dS nh~n dugc tai san do phai mlit phi,
nSu d6ng y thi mua the cao nC;lpvao s6 tai khoan rna cac d6i tUQ1lglira dao cung
clip. Lgi d\lng long tin cua nguai dan, khi nguai dan dong ti~n vao dS nh~n
thuang thi cac d6i tUQ1lgch~n lien IC;lCIC;liva chiSm dOC;lts6 ti~n do.

3. D6i tUQ1lggia danh la can bQNgan hang gQi di~n cho bj hC;lithong bao
bi hC;lico nguai chuySn ti~n vao tai khoan nhung do bi 16inen chua chuySn dugc
ho~c thong bao ph~n m~m chuySn ti~n Internet Banking cua khach hang bj 16i...
nen yeu c~u khach hang cung clip rna OTP dS kiSm tra. Cac d6i tUQ1lgsu d\lng
thong tin bj hC;licung clip dS truy c~p vao tai khoan va rut ti8n cua bi hC;li.Khi
cung clip cac thong tin ca nhan cho cac d6i tUQ1lglira dao, cac d6i tUQ1lgse
chuySn ti~n trong tai khoan di dS lira dao chiSm dOC;ltva sau do ch~n lien IC;lC.

4. Gia danh can bQCong an, Toa an gQi di~n thong bao nguai dan co lien
quan dSn V\l an ho~c xu phC;ltngoC;livi phC;lmgiao thong, yeu c~u bi hC;lichuySn



2

tiSn vim tai khoan rna cac d6i tUQ11glira dao dua ra d~ phuc vu cong tac diSu tra,
xu ly. Khi nguoi dan tin tuong va chuyen tiSn vao tai khoan cac d6i tUQ11gyeu
cfru thi cac d6i tUQ11glien h~ va chiSm doat s6 tien do.

5. Tuyen cong tac vien xu ly dan hang cho cac san thirong mai dien nr dS
thirc hien hanh vi chiSm doat tai san, Loi dung S\Inhe da ca tin va nhu cfru kiern
tiSn nhanh cua nguoi dan, cac d6i tUQ11gIlia dao dfi l?p cac trang Facebook co
ten va hinh anh gia mao cac nhan hang, trang thuong mai dien nr n6i tieng nhu:
"Thirong mai dien tu TokyoLive", "Tuyen dung cong tac vien Shoppee" va chay
quang cao. Sau khi bi hai nhan tin hoi each thirc lam cong tac vien, cac d6i
tUQ11gse gui mQt lo~t cac thong tin giai thi~u vS dia chi tf\! sa cong ty, s6 di~n
tho~i cua nhan vien cham soc khach hang, quan ly, giam d6c va yeu cfru gui
thong tin ca nhan, kSt b~n Zalo d~ trao d6i, tu vfrn. D~ t~o niSm tin, ban dfru d6i
tUQ11ggui duang dftn cac san phfrm co gia tri nho khoang vai tram ngan d6ng d~
bi h~i chQn va xac th\IC dan, chvp anh dan hang gui cho cac d6i tUQ11gqua Zalo,
Facebook chuy~n tiSn vao cac tai khoan do d6i tUQ11gcung cfrP va dugc d6i
tUQ11gchuy~n l~i toan bQ s6 tiSn dfi bo ra mua hang cling hoa h6ng tir 3-20%.
Sau mQt s6 lfrn t~o niSm tin cho bi h~i b~ng cach tra g6c va hoa h6ng dung nhu
cam kSt ban dfru, tiSp thea d6i tUQ11gvi~n ly do la "b~n dfi dugc cong ty nang
h~ng" va gui cac dftn san phfrm tren san Lazada, Shoppee ... co gia tri l6n han
nhu d6 trang suc, my phfrm d~t tiSn, di~n tho~i cao cfrp, xe may co gia tri tir vai
tri~u dSn vai chvc tri~u d6ng va tiSp Wc yeu cfru cQng tac vien chvp l~i hinh anh
san phfrm d6ng thai chuy~n tiSn. Khi dfi nh?n dugc, d6i tUQ11gkhong chuy~n l~i
tiSn va hoa h6ng nfra rna tiSp tvc thong bao cho cQng tac vien phai th\IC hi~n
them cac nhi~m vv khac thi mai dugc chuy~n l~i tiSn va hoa h6ng (th\Ic chfrt la
tiSp tvc yeu cfru gui dan hang va chuy~n tiSn vao tai khoan d6i tUQ11g).Sau do
d6i tUQ11gch~n lien l~c va chiSm do~t s6 tiSn do.

6. T~o cac titi khoan m~ng xfi hQi ao nhu Zalo, Facebook dS dang ban V?t
li~u xay d\Iilg, cac dVng cv y tS ch6ng dich ... Sau do yeu cfru nhfrng bi h~i d~t
CQCho~c thanh toan dfry du s6 tiSn thea thoa thu?n mua ban, khi nh?n dugc tiSn
cac d6i tUQ11gch~n lien h~ va chiSm do~t s6 tiSn dfi nh?n dugc.

7. Lgi dVng tinh hinh dich b~nh va nhu c~u nguai dan tir nguac ngoai vS
nuac gia tang, cac d6i tUQ11gdfi su dVng cac s6 di~n tho~i khong chinh chu t~o ra
cac titi khoan m~ng xfi hQi gia d~ dang tin tren cac trang, hQi nhom tren m~ng xfi
hQi "HQi nguai Vi~t Nam a Thai Lan", "Ve may bay Him - Vi~t", "Nguai Vi~t
dang sinh s6ng va lam vi~c t~i Nga" ... d~ dang ban ve may bay cho nguai dan
co nhu c~u tir nuac ngoai vS nuac. Khi khach hang vito hoi mua, thoa thu?n
xong gia ca thi cac d6i tUQ11gyeu c~u thanh toan va d6ng thai gui cho khach
hang cac hinh anh gia vS ve may bay do cac d6i tUQ11gt\I t~o ra d~ t~o them long
tin nh~m th\fc hi~n hang vi lira dao chi€m do~t titi san.
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Lanh dao cac co quan, doanh nghiep, co sa giao due tren dia ban quan tam phi>
bien, quan triet cho can bQ, dang vien, tuyen truyen cho quan chung nhan dan v~
mot s6 plurong thirc thu doan moi cua tQi pham. Khi phat hien cac d6i nrong
dung cac thu doan neu tren dS thuc hien hanh vi lira dao chiem doat tai san:

- Tuyet d6i khong thirc hien thea yeu c~u tir cac cuoc goi "la" tv xung la
co quan nha mroc, lire hrong Cong an dS cung cfip thong tin ca nhan, Viec cfip
s6 dinh danh dien tir c~n lien h~ co quan Cong an dS thirc hien thea quy trinh.

- Tuyet d6i khong diroc tin va lam thea huang d~n cua cac d6i nrong goi
dien thong bao trung thirong qua mang, yeu c~u chuyen phi dS nh~n ph~n
thuang. NSu nh~n dugc cUQcgQi nhu v~y, nguai dan chu dQng tir ch6i, kip thai
bao l~i cho Ivc luqng cong an biSt dS co bi~n phap phong, ch6ng.

- Tuy~t d6i khong dugc cung cfip rna s6 the va rna OTP cho cac d6i tuqng
gQi di~n dSn tv xung la can bQ ngan hang. Khi g~p truang hgp nay, nguai dan
c~n chu dQng lien h~ vai bQ ph~n cham soc khach hang cua ngan hang dS dugc
tu vfin va huang d~n C\lthS.

- U6i vai truang hgp thong qua di~n tho~i tv xung la can bQCong an, Toa
an yeu c~u chuySn ti~n van tai khoan ngan hang dS ph\lc V\l thanh tra, di~u tra
thi day d~u la cac hanh vi bi phap lu~t nghiem cfim. Khi g~p truang hgp nay,
nguai dan phai binh Hnh, dSn ngay co quan Cong an noi g~n nhfit dS bao tin va
d~ nghi h6 trg xac minh ho~c chu dQng tir ch6i chuySn tiSn. Tuy~t d6i khong
hoang mang 10 sg rna chuySn ti~n.

Cong an tinh thong bao cho cac Co quan, doanh nghi~p, co sa giao d\lc
biSt, nang cao tinh th~n canh giac, chu dQng, tich qrc ph6i hgp t6 giac nhUng
hanh vi vi ph~m phap lu~t va cung cfip thong tin, tai li~u cho co quan Cong an
dS dugc tiSp nh~n va huang d~n giai quySt.l. fL

Noi nhq.n:
- Nhu kfnh gui;
- Die Giam abe (d~baa cao);
- Luu: VT, ANCTNB.
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